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Changing default passwords on surveillance cameras and network recorders 
safeguards video information from being compromised. But, what makes a good 
password?  

Choosing a Password 

The task of choosing a new password with a customer to reduce threats can be 
daunting. They’ll need a password that is easy to remember, but hard to breach.  

Simplified passwords like a pet’s name, username, easy numeric or letter sequences are 
too easy to compromise, as they’re all too common.  

CNET.com suggests having your customer choose a 16-character password which 
includes: a number, a special character, upper and lowercase sequences.  

LTS digital recorders and cameras support up to 16-character passwords. 

Choosing a long password makes it less likely to be compromised. The security industry 
rates passwords in bits. A shorter password might be 30-bits, whereas a 16-character 
password might be 80-bits and more difficult to breach.  

With multiple email accounts, smart devices, computers, phone numbers and account 
numbers, adding a 16-character password just seems like it’s too much to remember. 
Especially, when passwords should be changed every few months to less threats.  

Establish a System 

With so many passwords to remember, it might be a good idea to establish a system for 
complex passwords to keep things simple. There are options when establishing an easy 
way to remember passwords.  



 
One example is to pull the first letter of a long sentence to make an acronym, so it’s easy 
to remember.  

“I hope the Giants will win the World Series in 2016.” 

The acronym to remember would look like this, “IHTGWWTWSI2016.”     

Managing Passwords 

A second option is to utilize a password generator or manager which can be offline or a 
website program. LastPass…is a popular password generator and manager, the website 
will populate your desired password length and password formula such as letters and 
numbers.  

LastPass stores your private passwords to make it easier to remember login credentials.  

Keep It Simple  

Sometimes the better option is just to write your passwords down and keep them stored 
in a safe place away from the surveillance equipment or computer.  
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LTS is a leader in video surveillance solutions in the category surveillance cameras and network 
video recorder. LTS, is a U.S. based company with well-developed collaboration partners. Majority 
of LTS growth is generated by the full video product line; network cameras, NVRs, high definition 
analog, HDTVI cameras and DVRs, PTZ, accessories and free application software. For More 
information, visit www.ltsecurityinc.com  
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